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A list of abbreviations used in this document.
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Abbreviations

Definition

AHB Advanced High-performance Bus

APB Advanced Peripheral Bus

BFM Bus Functional Model

CFG Configuration

CS3 Control and Status for System Simulation
DUT Design Under Test

ECC Elliptic Curve Cryptography

ECDSA Elliptic Curve Digital Signature Algorithm
EEPROM Electrically Erasable Programmable Read-Only Memory
EFB Embedded Functional Block

ESB Embedded Security Block

FPGA Field-Programmable Gate Array

GPIO General Purpose Input/Output

1/0 Input/Output

12C Inter-Integrated Circuit

MC Microcontroller

(0]0]:] Out-of-Band

PFR Platform Firmware Resiliency

PKI Public Key Infrastructure

PLD Programmable Logic Device

QSPI Quad Serial Peripheral Interface

Qsw QSPI Switch

RISC-V Reduced Instruction Set Computer Five
RoT Root of Trust

RTC Real Time Clock

SDK Software Development Kit

SHA256 Secure Hash Algorithm 256-bit

SoM System-On-Module

SPI Serial Peripheral Interface

SSL Secure Sockets Layer

TLS Transport Layer Security

TRNG True Random Number Generator

UART Universal Asynchronous Receiver/Transmitter
UFM User Flash Memory

www.latticesemi.com/legal


http://www.latticesemi.com/legal

= LATTICE

1. Introduction

The Cyber Resilience Reference Kit is a collaborative solution from Lattice Semiconductor, EXOR International, and
TrustiPhi, designed to help industrial and edge device manufacturers implement comprehensive security measures
without increasing design complexity. Built on the Lattice MachXO3D™ FPGA, EXOR's uSOM10 platform, and TrustiPhi's
ProtoPilot, it delivers hardware-rooted trust, secure lifecycle management, centralized fleet security configuration, and
authenticated industrial communication through a unified, plug-and-play workflow that accelerates the path to a
secure system design.

This reference design also incorporates Platform Firmware Resiliency (PFR), a hardware-based security approach that
prevents unauthorized firmware modifications, detects tampering, and automatically restores the system to a trusted
state when needed. The solution is built on the Lattice MachXO3D Root of Trust (RoT) FPGA, integrated with an ARM-
based System-On-Module (SoM) from EXOR and TrustiPhi's security management software, facilitating seamless
integration into existing industrial system architectures. Extending the foundational MachXO3D Lattice Sentry™ Root of
Trust design, this reference implementation adds an ECDSA-based runtime security service that supports firmware
authentication, digital signature generation, and TLS/SSL certificate creation. The design targets EXOR's SOM, which
pairs an NXP i.MX8M Plus processor with the MachXO3D RoT device and the Lattice ECP5™ FPGA — where the
processor manages connectivity and hosts the OPC UA environment. The MachXO3D governs the secure boot process
of both the ECP5 FPGA and the i.MX8 processor, demonstrating its ability to control multiple host devices within the
system. Together, these components showcase the MachX03D core security capabilities, including secure boot,
PKI-based security, secure key storage, on-chip flash memory, and dual-boot resilience.

1.1. Quick Facts

Download the reference design files from the Lattice reference design page on the Lattice website.

Table 1.1. Summary of the Reference Design

Target Devices MachX03D
General
Source Code Format Verilog, C
Functional Automated Test Performed
Regression Test System Level Integration Test Performed
Testbench Performed
e  Lattice Propel™ SDK 2026.1
Software Tool and Version e  Lattice Propel Builder 2026.1
e  Llattice Diamond® 3.13
e  AHB-Lite Interconnect v1.6.0
e  AHB-Lite to APB Bridge v1.2.0
e  APBInterconnect v1.5.0
. EFB v1.0.0
Software Requirements . GPIOv1.8.1

e Lattice Sentry™ Embedded Security Block Mux v1.0.0
e Llattice Sentry I2C Filter v1.4.1

e  Lattice Sentry QSPI Monitor v1.0.0

e  Lattice Sentry QSPI Master Streamer 1.0.0

e  RISC-VMCv2.9.0

e  System Memory v2.6.0

e UARTV1.3.0

IP Version (if applicable)

Board EXOR uS10 board
e RS e Lattice Programming Cable
Cable e  USB to UART converter

e  Micro USB cable
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1.2. Features

The MachX03D Cyber Resilience reference design includes the following key features:

Secure boot with MachX03D

Host firmware authentication

e  256-bit ECDSA algorithm — NIST certified

ECDSA runtime security service

e  ECDSA public/private key pair generation and management

e |2C Out-of-Band (OOB) communication with the host, including reading the public key from UFM3
e Data signing

Secure keys storage in User Flash Memory 3 (UFM3)

Manifest and Log Storage in User Flash Memory 2 (UFM2)

I12C Filter — filtering 12C data packets

QSPI Monitor — monitors allowed, blocked, and undefined address regions within SPI flash
QSPI Master Streamer — handles host image authentication and firmware recovery

1.3. Limitations

In the current hardware revision, the MachX03D is unable to hold the i.MX8 Plus in reset. This limitation will be
addressed in a future hardware revision.

www.latticesemi.com/legal
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2. Functional Description

In addition to the RoT PFR capabilities described in the Lattice Sentry Root of Trust Demo Setup for MachXO3D (FPGA-
UG-02114), this design provides a runtime ECDSA service. This service supports host firmware authentication, digital
signature generation for secure inter-system communication, and TLS/SSL certificate creation for server registration
and authentication. These features are accessed through extended 12C OOB messages.

On the board, the MachXO3D device connects to four external SPI flash devices: Flash A, Flash B, Flash C, and Flash D.
These flashes store the boot images for the i.MX8 Plus processor and the ECP5 FPGA. Flash A and Flash B serve the
i.MX8 Plus, while Flash C and Flash D serve the ECP5. The MachX03D controls access to these flashes through the QSPI
flash switch (QSW) and manages the boot sequence for both the i.MX8 Plus and ECP5. Upon power-up of the uS10
gateway, the MachXO03D asserts reset on both chips while authenticating their respective bitstreams. After successful
authentication, the MachXO3D device releases the reset signal to allow the chips to proceed with the boot sequence.
For ongoing security monitoring, a QSPI Monitor tracks all SPI transactions to the flash devices, and an 12C Filter acts as
a transparent intermediary between the 12C master and slaves to detect and block malicious 12C activity.

The MachXO3D device also supports image recovery. If a corrupted SoC image is detected, the MachX03D

authenticates the golden (backup) image, overwrites the corrupted image with the verified backup, and releases the
SoC to boot from the restored image. Note that this capability is not demonstrated in this reference design.
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Figure 2.1. EXOR uS10 System Block Diagram
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2.1. Design Components
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The MachX03D Cyber Resilience reference design is built around a RISC-V soft SoC that uses standard AHB and APB
buses for interconnection. The design includes the following blocks:

Table 2.1. Design Components

Component

Description

Embedded Functional Block (EFB)

A hard IP core that provides 12C interface support, Configuration
Blocks (CFG), and User Flash Memory (UFM).

Embedded Security Block Mux (ESB Mux)

An interface through which the MachX03D accesses the
Embedded Security Block (ESB) to perform cryptographic
operations.

GPIO

General-purpose 1/0 pins used to control LEDs and reset signals.

12C Filter

An IP core that monitors I12C traffic and filters out malicious
transactions.

QSPI Master Streamer

An IP core that handles communication with flash devices over
both SPI and QSPI protocols.

QSPI Monitor An IP core that monitors SPI transactions to the connected SPI
flash devices.

UART Provides asynchronous serial communication to the host for
console output.

RISC-V MC Main control unit in the system.

System Memory

Local system memory used to store and execute the PFR
firmware.

AHBL

RISC-V Interconnect

MC

\ 4

\ 4

\ 4

> ESB Mux
> EFB
System Memory - GPIO
APB
AHBL-to-APB p| Interconnect > UART
Bridge
12C Filter »| SPI Monitor x2

SPI Master
Streamer

4

Figure 2.2. MachX03D Cyber Resilience Reference Design Block Diagram
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2.2. Clocking Scheme

All design blocks derive their clock from the MachX03D internal oscillator, which operates at 44.33 MHz.

2.3. Reset Scheme

The rstn_i input serves as the single active-low reset source for all blocks in the design.

© 2026 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.
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3. Signal Descriptions

Table 3.1 lists the primary 1/0 interface signals for the MachXO3D Cyber Resilience reference design. The

corresponding interface groups are shown in Figure 2.1.
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Table 3.1. Primary 1/0 for MachXO3D Cyber Resilience Reference Design

Port Name 1/0 Interface Group Description
ESPI1_CSOn_QS In S from i.MX8 C.hlp Sele.ct signal from t.he |..MX8 to the MachX03D for Flash A. This
signal activates SPI monitoring on Flash A.
ESPI2_CSON_QS In s from i.MX8 C.hlp Sele.ct signal from t.he |..MX8 to the MachX03D for Flash B. This
signal activates SPlI monitoring on Flash B.
IMX8_FSPI_CSn Out MachXO3D QSPI SPI Streamer Chip Select output from the MachX03D.
IMX8_FSPI_CLK Out MachXO3D QSPI SPI Streamer CLK signal for i.MX8 flash
IMX8_FSPI_MOSI Out MachX0O3D QSPI SPI Streamer MOSI signal for i.MX8 flash
IMX8_FSPI_MISO In MachX0O3D QSPI SPI Streamer MISO signal for i.MX8 flash
QS _IMX8_EN Out MachXO3D Qsw QSPI switch enable signal for i.MX8 flash
Controls
SEL_OR_FB Out MachXO3D Qsw Select output from the MachXO3D to switch to SPI Flash B.
Controls
SEL_OR_FA Out MachX03D Qsw Select output from the MachXO3D to switch to SPI Flash A.
Controls
12C2_SCL_X03D InOut MachX03D 12C 00B 12C2 SCL signal used for OOB messaging
12C2_SDA_XO0O3D InOut MachX03D I2C O0B 12C2 SDA signal used for OOB messaging
XO3D_UART_RX In MachXO3D UART UART RX signal
XO3D_UART_TX Out MachX0O3D UART UART TX signal
IMX8_RSTn Out i.MX8 Reset i.MX8 reset signal
ECP5_RSTn Out ECP Reset ECP5 reset signal
FA_RSTn Out MachXO3D Flash Flash A reset signal
Reset
FB_RSTn Out MachXO3D Flash Flash B reset signal
Reset
12C1_SCL_X03D InOut 12C Filter Master Main 12C SCL signal from the i.MX8 to the MachX03D.
12C1_SDA_XO03D InOut 12C Filter Master Main 12C SDA signal from the i.MX8 to the MachXO3D.
. 12C SCL signal from the MachXO3D to downstream 12C devices on the
12C1_SCL InOut 12C Filter Slave board, such as RTC and EEPROM.
12C1_SDA InOut 12€ Filter Slave 12C SDA signal from the MachX03D to downstream 12C devices on

the board, such as RTC and EEPROM.
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4. Cyber Resilience Reference Design Architecture

4.1.

MachXO3D PFR Firmware

4.1.1. Firmware Flow

Figure 4.1 illustrates the complete RoT and PFR firmware execution flow for the MachXO3D.

Halt

MachX03D Root of Trust

Power Up

A 4

Bitstream
Authentication

Authentication Pass?

Platform Firmware Resiliency

Boot

\ 4
CPU Hold in

Reset

Start

4

Peripherals
Initialization

A 4

Retrieve Manifest
from UFM

A 4

Authentication

Authentication Pass?

Figure 4.1. MachXO03D Cyber Resilience Reference Design Flow

A4
Release SoC from
Reset

A 4

Detection
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4.1.2. Authentication Phase
Figure 4.2 shows the authentication phase, detailing how the MachXO3D uses ECDSA to authenticate the i.MX8

firmware.

Platform Firmware Resiliency Main Flow
|
|
A 4

Authentication Start

Verification Pass?

A

Read Firmware from SPI
Flash v

Read FW Version
from SPI Flash

v

Feed Data into ESB to
Generate SHA256 Digest

\ 4 A 4

FW Version > Threshold

A

Retrieve Public Key from Error

Manifest

v

Retrieve ECDSA Signature » Log Event
from SPI Flash

A
Feed Digest, Public Key, and
Signature into ESB for
Signature Verification

Authentication End

v
Platform Firmware Resiliency Main Flow

Figure 4.2. Authentication Flow
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4.1.3. Detection Phase — 12C Filter/SPI Monitor

Figure 4.3 shows the detection phase, which covers real-time monitoring of 12C and SPI events.

Platform Firmware Resiliency Main Flow
|

|
v

Detection Start

h 4

Configure monitored
events from manifest

Enable detection

A 4

12C/SP1 event
detected?

Check the detected event,
retrieve the information

Log the event and report

Figure 4.3. Detection Flow
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5. ECDSA Security Service Runtime

5.1. Data Structures

The ECDSA security service requires two new data structures in esb.h. The ecc_sig structure stores an ECDSA signature,
while the ecc_keypair structure stores an ECDSA private/public key pair.
struct ecc_sig {

unsigned char r[NUM_ECC_DIGITS];

unsigned char s[NUM_ECC_DIGITS];

} s

struct ecc_keypair {
unsigned char priv_key[NUM_ECC_DIGITS];
unsigned char pub_key[NUM_ECC_DIGITS * 2];

}os
5.2. Application Programming Interfaces (APIs)

The following sections describe the new APIs introduced to support the ECDSA security service.

5.2.1. ESB_Mux

Table 5.1. esb_ecc_keypair_gen Function

esb_ecc_keypair_gen

struct ecc_keypair esb_ecc_keypair_gen(struct esb_instance *this_esb)

Parameter Description

this_esb The pointer to the ESB instance

Returns Description

struct ecc_keypair A key pair struct containing a 32-byte private key and a 64-byte
public key.

Description

Generates an ECC key pair. The private key is produced by a 256-bit random number generator, and the public key is derived
from it.

Table 5.2. esb_ecc_sig Function

esb_ecc_sig

struct ecc_sig esb_ecc_sig(struct esb_instance *this_esb, unsigned int *private_key, unsigned int *sha256_digest)

Parameter Description

this_esb The pointer to the ESB instance

private_key The pointer to the private key instance

sha256_digest The pointer to the SHA256 digest instance

Returns Description

struct ecc_sig An ECC signature struct containing the R and S components.
Description

Generates an ECC signature consisting of a 32-byte R component and a 32-byte S component.
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Table 5.3. esb_ecc_verify Function

esh_ecc_verify

unsigned char esb_ecc_verify(struct esb_instance *this_esb, EccPoint *pub_key, struct ecc_sig *ecc_sig, unsigned int *digest,
unsigned char *auth_pass)

Parameter Description
this_esb The pointer to the ESB instance
pub_key The pointer to the public key instance
ecc_sig The pointer to the ECC signature instance
digest The pointer to the SHA256 digest instance
auth_pass The pointer to the pass/fail flag
Returns Description
unsigned char 0: Verification failed

1: Verification passed

Description

Verifies an ECC signature against the provided public key, ECC signature, and SHA256 digest.

5.2.2. ECC

Table 5.4. ecc_gen_keypair Function

ecc_gen_keypair

unsigned char ecc_gen_keypair(struct esb_instance *esb, struct efb_instance *efb, unsigned int key_idx)

Parameter Description

esb The pointer to the ESB instance

efb The pointer to the EFB instance

key_idx 32-bit key index

Returns Description

unsigned char 0: No error in key pair generation
1: Error in key pair generation

Description

An ECC component function that interfaces with the main application and invokes the ESB driver to generate an ECC key pair.

Table 5.5. ecc_get_pubkey Function

ecc_get_pubkey

struct EccPoint ecc_get_pubkey(struct esb_instance *esb, struct efb_instance *efb, unsigned int key_idx)

Parameter Description

esb The pointer to the ESB instance

efb The pointer to the EFB instance

key_idx 32-bit key index

Returns Description

struct EccPoint An ECC public key struct containing a 32-byte X component and
a 32-byte Y component.

Description
Retrieves the ECC public key stored in User Flash Memory 3 (UFM3).
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Table 5.6. ecc_sign_msg Function

ecc_sign_msg

struct ecc_sig ecc_sign_msg(struct esb_instance *esb, struct efb_instance *efb, unsigned int *sha256_digest, unsigned int
key_idx)

Parameter Description

esb The pointer to the ESB instance

efb The pointer to the EFB instance

sha256_digest The pointer to the SHA256 digest instance

key_idx 32 bits key index

Returns Description

struct ecc_sig Struct of the ECC signature consisting of 32 bytes of R
component and 32 bytes of S component

Description

Generates an ECC signature consisting of a 32-byte R component and a 32-byte S component.
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6. 12C Out-of-Band Message

For detailed information regarding 12C Out-of-Band messages, contact the Lattice Semiconductor Support Team.

© 2026 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-RD-02344-1.0 18


http://www.latticesemi.com/legal
http://www.latticesemi.com/techsupport

MachX03D Cyper Resilience Reference Design on EXOR uSOM10 :..LATTICE
Reference Design

7. Compiling and Running the Reference Design

This section provides step-by-step instructions for building and running the MachXO3D Cyber Resilience reference
design using Lattice Propel and Lattice Diamond software tools. For detailed information on these tools, refer to the
Lattice Propel software user guide and the Lattice Diamond software user guide.

7.1. Software Tools

e Propel SDK 2026.1 — used to build the MachXO3D PFR firmware (C application).

e  Propel Builder 2026.1 — used to assemble the SoC design for the MachXO3D PFR reference design, including all
required IP blocks.

e Lattice Diamond 3.13 — the FPGA design tool used to synthesize and generate the MachX03D bitstream.

7.2. Compiling the C Project

To compile the C project, perform the following:

1. Launch the Propel software.

2. Set the downloaded reference design firmware folder as the workspace.

3. Inthe Project Explorer, right-click the project and select Build Project to initiate firmware compilation. The .mem
file is created.

XO3D_CRA_FW - Lat

File Edit Source R New > 4
=i AR S Go Into
Project Explorer x
Z _‘.: ) ;(O;D_CM_EW Open in New Window
o Binaries Show In Alt+Shift+W >
¥ Indudes
Copy Ctrl+C
7 > srC
Debug
Release % Delete Delete

& External SV File
Source >

Rename F2

Import

Export..

Build Project

Clean Project

Refresh F5

Close Project

Build Configurations ?
Build Targets ?
Index 4
Profiling Tools ’
O RunAs > ¥
% Nehun Ac > ¥

Figure 7.1. Compile the C Project
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7.3. Loading the Reference Design
To load the reference design, perform the following:
1. Launch the Propel Builder software.

2. Go to File > Open Design.

3. Select the reference design Propel project file (.sbx) to open it.

4. Propel Builder

File Edit View Design Tools Window Help

o New Design

[ ' (+) (&) (&)
'E:L ‘rJ h \'—ﬂ. \'—ﬂ. \'—ﬂ.
Recent Designs k O 4. Start Page

B ]

erver -

Open Design

dules

Wllpq

Figure 7.2. Open Design

4. Double-click the System Memory IP block.

5. Update the Initialization File field to point to the .mem file generated in the previous step.

)

Configure Component from Module system_memory Version 2.1.0
Set the following parameters to configure this component.

Diagram sysmemQ Configure IP
General Port SO Settings Port S1 Settings
Property Value
~ General
Interface AHBL
SYS memO Memory Address Depth [1 - 32768 10240
'd N Data Bus Width(bits) 32

Memory Type EBR
—|4-AHBL_SO 2
Enable Arbiter

—[4-AHBL_s1 - st Streamer

—ahbl_hclk_i
—ahbl_hresetn_i - Initialization
\ ) Initialize Memory E
t Initialization File Format hex
Sys em—memory Initialization File ./ XO3D_CRA_FW/XO3D_CRA_FW/Deb...

Figure 7.3. Update System Memory

6. Click Generate.
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7.4. Compiling the Reference Design

To compile the reference design, perform the following:

1. Launch the Lattice Diamond software.
2. Right-click Export File and select Rerun or Rerun All to trigger the compilation.
*® Lamice Dismond - Source Editor - [C1/CRA X030 EXOR/X03D_CRANOID CRAXOID CRA Top] o *
P heERaAqalEEDEED
FECGHELFAROEEGUELESNEY DEDEE @
B X i SutPage [t Reoarts [ x
AR m s |
e,
=

Wewe  cumat  Emer Waregs | Wior
Ry

Figure 7.4. Reference Design Compilation with Lattice Diamond 3.13

7.5. Generating the ECDSA Signature for a Binary Image

To generate the ECDSA signature, perform the following:

1. Open the Diamond Security Settings tool by navigating to Tools > Security Setting. When prompted, authenticate

using the default password LATTICESEMI.
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# Lattice Diamond - Spreadsheet View
File Edit View Project Design Process  Tools Window Help

LR AR =T P52 ¥ [ & Spreadsheet View
CEOEHBSE ST Package View

Device View

TOCESS

v - - Metlist Analyzer
v %L Synthesize Design

"‘4,. Synplify Pro Metlist View
"‘4,' Translate Design MNCD View
v % Map Design
IPexpress

[ & Map Trace

[] & Verilog Simulation File

[0 & VHDL Simulation File
v % Place & Route Design

Reveal Inserter

Reveal Analyzer

B ®& B o @

O : Place & Route Trace

[ & 1/0 Timing Analysis
vie Export Files

O 2 IBIS Model

O : Verilog Simulation File

[0 & VHDL Simulation File

Floorplan View

Physical View

Timing Analysis View

BD B

Power Calculator

"“,' Bitstream File 3 ECOEditor
% JEDEC File i.i  Programmer
| SElEditor
“=  Synplify Pro for Lattice
™M ModelSim Lattice-Edition
| Security Setting
5’% Run Manager
=t Simulation Wizard
Clear Tool Memaory
Options...
File List Process Hierarchy-—Post Map Resources
¢ Enter Password ? X

Enter password to secure your further security settings.

LATTICESEMI | |change Password. ..

Password must be 8 to 16 alphanumeric characters (A-Z, a-z, 0-9). Space is not
allowed.

Cancel Help

Figure 7.5. Diamond Security Setting Tool

2. Navigate to the Signature Authentication tab and select Signature Generation. Click Auto Generated Key Pair to
generate an ECDSA private/public key pair automatically.

Click Load from File and select flash.bin as the input.

Click Generate to produce the ECDSA signature. The tool produces three output files: a digest file (flash.bin.digest),
a signature in hex format (flash.bin.sig.hex), and a signature in plain text (flash.bin.sig).
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Security Settings Signature Authentication

@ Signature Generation Cl Signature Verification

Format: |[Hex ¥ |[JAuto Generated Key Pair

Public Key: IJEDADFDEESFSGQGCB1?688?92[:55410918842F6021!5.ECDA90EC255C256FE?A4D9445.A3?183A1E3E?C | Load from File...

Private Key: |2?65EUDBSSE3642FF6E1CB4284E1EEDZBGF\ S3BEAFSDI74AAAIDDACE0FADA L3EA | Load from File...

Data File: |C:,|"LSCC_XDSD_EXDF‘._SDM_WLItestJﬂash.bin | Load from File...

Signature: '.B?DSSSCSD‘K—]F5Eh?ShDSFZBEhSESUUEEDE1BCD4488#\?C3111284631F?B??468 149F56FES 13E9ABAE | Load from File...

* Signature Authentication >

Signature generated successfully and saved to
'Ci/LSCC_XKO3D_EXOR_SOM_WL/test/flash.bin.sig’. Digest generated successfully
and saved to 'C:/LSCC_XO3D_EXOR_SOM_WL/test/flash.bin.digest'.

I Conce

® Security Settings ? %

Figure 7.6. Generating ECDSA Signature

5. Use the Linux xxd command to convert the plain text signature file (.bin.sig) to a binary signature file (.bin).

7.6. Creating and Modifying the MachX0O3D Manifest

Lattice Propel provides a Manifest Manager tool to manage the manifest for your own system. The manifest is stored in

UFM2 of the MachX03D device.

To modify the manifest, perform the following:

1. Open Lattice Propel SDK and go to LatticeTools > Lattice Sentry Manifest Manager to run the Manifest Manager.

r} workspace - Lattice Propel

File Edit Source Refactor MNavigate Search Project Run LatticeTools Window Help

-~ | By @ viBiy | P W & v & Open Design in Propel Builder
\D Project Explorer 33 = Q::“ Generate and Open Diamond Proejct

. . Lattice Sentry Demo GUI
There are no projects in your workspace.
To add a project: Lattice Sentry Manifest Manager

@ Create a new Makefile project in a directory containing existing code

[c’] Create a new C or C++ project

[c¥] Create a new C++ project
@ Create a new Lattice C project

% Create a new Lattice SoC Design Project
I'ﬁ Create a project...
L+ Import projects...

Figure 7.7. Launch Manifest Manager in Lattice Propel SDK
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2. Click Open and choose the .mem file. The Manifest Manager loads the .mem file and parses its manifest
information as shown in the three tabs: Image Data, Flash Data, and 12C Filter Data.

3. Click Generate to create the .mem file for UFM2 initialization.

i} Lattice Sentry Manifest Manager for MachX03D = a x

Configuration Image count is set to 1

Flash count is set to 1
Image Count 2 7 N
Filter count is set to 0
Flash Count 2 = Load mem file C:\1_Work\Security\repo\industrial_security\manifest.mem.

I t i

12C Filter Count 0 ~  Image countis setto 2

Flash count is set to 2
Filter count is set to 0
Load mem file successfully!

Manifest Name

manifest
O Append time to file name

Open | Generate

Image Data Flash Data 12C Filter Data
UBoot Flash ID Version Threshold Primary Image Location Primary Image Length Primary Signature Location Backup Image Location Backup Image Length Backup Signature Location Version Offset Public Key
1 o 0000 00000000 001634F0 00200000 00000000 00200000 00200000 00000000 673CEB3CAA3404298B99

2 | 1 0000 00000000 001D6B63 00200000 00000000 00200000 00200000 00000000 673CEB3CAA3404298B99

Figure 7.8. Manifest Manager Window

7.7. Programming MachXO3D Firmware and Manifest

To program the MachX03D firmware, perform the following:

1. Inthe Device Properties window, go to the Operation tab and select FLASH CFG Erase, Program, Verify.
2. Ensure the CFGO Programming Options are checked.

3. Choose the bitfile with the .jed extension.

i R@ e QR
era— Py o cown Faane pre— radam “
a Cat et
0 s
e cabe
2T eass ek Lenoios0-sae FLASH CFG Erse Program Verly /CRA X030, EXORAGSD_CRAiopl XO3D_CRA ivll_sjed s oace
Cable: A-LESBN- 28 (FTDT) -
P -
J MachX030 - LCMXO30-B400HE - Device Properties T x Custom part:
p— [eS———r—
Device Operanon @) Use default Clock Divider
J— e 2 O e o Cck e
Port Interface: ITAG Eber face: -
ovsaten: A CFG e o Wy . B
£ oseus
] sk Prtection Optons Bravee ey e pserd et st | .
A 0 Programming E () Use custom 150 setsings
3
Programming fle: | C:/CRA_XO30_FXOR/NOID_CRAfmpliX0X5_CRA impli s jed
[RIESp—— £
[ 10 ome
T g o
[Cutput Info™ &%
- 0 Message -
A 9 sem NFO - camning USB2 PortFTUSB-,
D 2400 INFQ - Scan completed successully
—— :
D 2408 WEo
-
10 - Operation Done. No arroe. y o INFQ - Check configuration setupe Star,
INFO - Blapsed time: 00 min : 36 sec b
INFO - Operation: successfd. ® 85021078 INFO - FTAG Chain Yerfication. Ne Erors.
L G3021078 INFQ - Check confiquration setup: Successful hd
oo [T T Wamkgt | ot

Figure 7.9. Programming MachXO03D Firmware
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To program the MachX0O3D manifest, perform the following:

1.

3. Choose the manifest file with the .jed extension.

In the Device Properties window, go to the Operation tab and select FLASH UFM Erase, Program, Verify.
2. Ensure the UFM2/UFM3 Programming Options and UFM2 Programming file are checked.

b MachX03D - LCMX03D-9400HE - Device Properties [} X

General Device Information

Device Operation

Access mode: Flash Programming Mode o
Port Interface: ITAG Interface =
Operation: FLASH UFM Erase,Program, Verify -

Password Protection Options (Provide key file If password protection
[_ CFGO Programming Options

Programming file: «X030D_CRA/impl1/X030_CRA_impll_a.jed ..
[_] €FG1 Programming Options

Proaramming file
. UFM2/UFM3 Programming Options

. UFMZ Programming file: findustrial_security/manifest.jed ..

| UFM3 Programming file:

[ ] o

Figure 7.10. Programming MachXO03D Manifest
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8. Industrial Security Simulation

8.1. Industrial Security Simulation Testbench Overview

The Industrial Security simulation testbench, shown in Figure 8.1, offers a flexible environment for validating and
debugging the system-level design. The testbench also supports the addition of custom test cases to the Industrial
Security system.

Industrial Security Testbench
MachX03D
APB UART
AHBL 3 A HBL to APB [4— «APB | UART g
Controller
RISC-V (MC) <AHBL>I AHBL AHBL _|  System «—APB [ EsB Mux
nterconnect |4 »
Memory (Crypto Blk)
RDATA
 AHBL ‘
- . ApB__| QSPI QspI
Streamer
QsPI QSPI
APB QSPI <_swc trol
APB < » Monitor < oy
QSPI
Interconnect
_ APB | EFB |,
(12C, UFM) [~
< APB > GPIO «-GPIO
Controller
e __ AP0 (s3
:Legend :
; |
| Lattice IP
O |
|
| -Testbench Component:
L ______________ : IZC =-
> 12C Filter

Figure 8.1. Industrial Security Simulation Testbench

Within the testbench, the Design Under Test (DUT) is controlled by a RISC-V MC core executing the dedicated test
firmware. The Bus Functional Models (BFM) and checkers are included to simulate and verify interactions with the
DUT’s peripheral interfaces.

8.2. Testbench Configuration

The verification directory contains all testbench files. It contains two subdirectories: socsim, which holds simulation
components, and bfm, which contains the Bus Functional Models.

The socsim folder contains XO3D_CRA_v.sv, the top-level testbench file, as well as flist_socsim.f, which lists all BFM
paths and file references. The bfm folder holds all BFM directories and source files. When adding a new BFM, update
flist_socsim.f to include the new directory and file path.

Figure 8.2 shows an example of how to add the SPI Master BFM entry to flist_socsim.f.
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XO3D_CRA > verification » socsim » flist_socsim.f

+incdir+../bfm/apb_slave_register/1.0.0/rtl
../bfm/apb_slave_register/1.0.0/rtl/apb_slave_register.sv
+incdir+../bfm/qspi_slave_bfm/1.0.8/rtl
../bfm/qspi_slave_bfm/1.0.9/rtl/qspi_slave_bfm.sv
+incdir+../bfm/gspi_slave_bfm/1.©.8/rtl/MX25L51245G
../bfm/qspi_slave_bfm/1.8.0/rtl/MX25L51245G/MX25L51245G.v
+incdir+../bfm/qspi_slave_bfm/1.6.8/rtl/W25Q512IVXIQ
../bfm/qspi_slave_bfm/1.0.8/rtl/W25Q512IVxIQ/W25Q512IVXIQ.V
+incdir+../bfm/i2c_peripheral/1.0.8/rtl/
./bfm/i2¢c_peripheral/l1.0.8/rtl/i2c_peripheral.v
./bfm/i2c_peripheral/1.8.9/rtl/i2c_peripheral_define.v
./bfm/i2¢c_peripheral/l.8.8/rtl/registerInterface.v
../bfm/i2c_peripheral/l.0.9/rtl/seriallInterface.v
+incdir+../bfm/sysclk_rst_genl/1.0.8/rtl/
../bfm/sysclk_rst_genl/1.0.8/rtl/sysclk_rst_genl.v
../bfm/sysclk_rst_genl/1.8.8/rtl/sysclk_rst_genl_globals.v
../bfm/sysclk_rst_genl/1.8.8/rtl/SysClk_Rst_GenMon.sv
+incdir+../bfm/uart_modell/l1l.0.0/rtl/
./bfm/uart_modell/1.0.08/rtl/uart_model.v
./bfm/uart_modell/1.0.8/rtl/uart_modell.v
./bfm/uart_modell/1.0.0/rtl/uart_modell_globals.v
./bfm/uart_modell/1.0.8/rtl/uart_rx.v
../bfm/uart_modell/1.0.0/rtl/uart_tx.v
+incdir+../bfm/i2c_bfm/
../bfm/i2¢c_bfm/i2c_master_bfm.sv
../bfm/i2c_bfm/i2c_slave_bfm.sv
+incdir+../bfm/i2c_oob_bfm/
../bfm/i2¢c_oob_bfm/i2¢c_oob_master_bfm.sv
+incdir+../bfm/spi_master_bfm/
../bfm/spi_master_bfm/spi_master_bfm.sv

Figure 8.2. Industrial Security Simulation Testbench Configuration

8.2.1. Test Suites

The TestSuites folder contains SystemVerilog (.sv) files, each targeting a specific component of the Industrial Security
hardware design. Table 8.1 lists all available test suites and their descriptions. To test a new component, add a

corresponding .sv test suite file to this folder.

Table 8.1. Available Test Suites in the Simulation Environment

Test Suite

Description

TestEcdsa.sv

public key derivation, signing, and signature verification.

Validates the cryptography block, including the True Random Number Generator (TRNG), ECDSA

TestGpio.sv

Validates GPIO input and output behavior.

Testl2Cfilter.sv

Validates 12C filter behavior based on whitelist and blacklist configurations.

Testl2COOB.sv

Validates 12C OOB write, read, and unsupported command handling.

TestQSPImonitor.sv

Validates QSPI Monitor behavior against the configuration set in Propel.
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Test Suite Description

TestSPIstreamer.sv Validates SPI Streamer flash erase, program, and read operations.
TestSysmem.sv Validates system memory read/write operations and basic code execution.
TestUart.sv Validates UART console output.

TestUfm.sv Validates UFM read and write operations.

8.2.2. Control and Status for System Simulation (CS3)

CS3 is a simulation-only IP module that provides testbench control and status monitoring. It allows test cases to specify
which test to execute, with test logic running on the RISC-V MC core. This module is not used in production hardware.

The CS3 IP core contains 32 registers: 16 writable control registers accessible by the APB master, and 16 read-only status
registers. Each register is 32 bits wide, addressed via a 10-bit address bus. Table 8.2 and Table 8.3 list the control and
status registers used in the simulation. The remaining registers are available for general purpose use.

Table 8.2. Control Registers Used in the Simulation

Control Register Signal
Control Register 0 Bit 0 — done

Bit 1 — start check
Control Register 1 current test suite ID
Control Register 2 current test case ID
Control Register 3 sw msg ID
Control Register 4 sw msg register 0
Control Register 5 sw msg register 1
Control Register 6 read data register
Control Register 7 SW msg counter
Control Register 8 12C OOB transmit start
Control Register 9 12C OOB receive ready
Control Register 10 12C master transmit start
Control Register 11 SPI master transmit start

Table 8.3. Status Registers Used in the Simulation

Status Register Signal
Status Register 0 testbench status
Status Register 1 testsuite ID

8.2.3. Bus Functional Model

The Bus Functional Model is a software model that replicates the communication behavior of a bus or protocol interface,
without necessarily implementing full hardware functionality. In this testbench, BFMs drive and monitor signals at the
DUT's peripheral interfaces. The available BFMs are listed below. Additional BFMs can be added to the bfm directory,
with corresponding entries added to flist_socsim.f.

Table 8.4. BFMs Available in the Industrial Security Simulation

BFM Description

UART BFM Simulates the behavior of a UART device.

12C Master BFM Simulates the behavior of an 12C master.

12C Slave BFM Simulates the behavior of an 12C slave.

12C OOB Master BFM Simulates the behavior of an 12C OOB master.
QSPI Flash BFM A Simulates the behavior of a QSPI flash device.
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BFM Description
QSPI Flash BFM B Simulates the behavior of a QSPI flash device.
SPI Master BFM Simulates the behavior of a SPI master.

8.2.4. Test Firmware

In the simulation framework, the DUT is controlled by a RISC-V microcontroller core running dedicated test firmware.
This firmware is in the XO3D_CRA_TEST_FW directory and is primarily implemented in main.c, using the driver APls
from the IP drivers. It is compiled with the same RISC-V compiler, framework, and drivers used for the Propel firmware.
At runtime, the TestSuite ID determines which test the firmware executes. New tests can be added to main.c as
additional test functions.

8.3. Running the Simulation Test
Simulations are run using ModelSim Lattice FPGA Edition 2025.2. To launch the simulation, perform the following
steps.

1. Navigate to the socsim folder using the cd command. For example:
cd C:\\CRA_X03D_EXOR\\X03D_CRA\\verification\\socsim
2.  Run a test using the do socsim.do <test_name> command. For example:
do socsim.do TestUart

Note: Before running the simulation, ensure that the System Memory initialization file is updated to reference the
simulation firmware.

Table 8.5 lists all simulation tests available in the framework.

Table 8.5. Tests Available in the Industrial Security Simulation

Test Description

TestUart UART tests

TestSysmem System memory tests
TestGpio GPIO tests

TestUfm UFM tests

TestEcdsa ECDSA tests

Testl2Cfilter 12C filter tests

Testl2COOB 12C Out of Band (OOB) tests
TestSPImonitor SPI Monitor tests
TestSPIstreamer SPI Streamer tests
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Figure 8.3 shows the ModelSim interface after a successful simulation run.
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Figure 8.3. ModelSim Interface Displayed During Simulation Execution

© 2026 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-RD-02344-1.0 30


http://www.latticesemi.com/legal

MachX03D Cy?er Resilience Reference Design on EXOR uSOM10 :..LATT’CE
Reference Design

9. License

The Lattice Sentry IP blocks used in this reference design require a valid license. Without a valid license, the design can
still be compiled and a bitstream generated. However, a built-in timeout mechanism causes the design to cease
operation after a predetermined interval. The precompiled bitstream included with this package was built with a valid
license. License details for each IP block are available in the corresponding IP user guide.

© 2026 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice.

FPGA-RD-02344-1.0 31


http://www.latticesemi.com/legal

MachX03D Cyber Resilience Reference Design on EXOR uSOM10
Reference Design

= LATTICE

10. Resource Utilization

Design Information

Command line:

map —-a MachX03D -p LCMXO3D-9400HE -t WLCSP69 -s 5 -oc Commercial

X03D_CRA impll.ngd -o XO3D_CRA impll map.ncd -pr XO3D CRA impll.prf -mp
X03D CRA impll.mrp -1lpf C:/1 Work/Security/repo/industrial security/X03D CR
A/impll/X03D_CRA impll synplify.lpf -1pf
C:/1_Work/Security/repo/industrial security/XO03D_CRA/XO3D_CRA.1lpf -c 0 -gui
-msgset C:/1 Work/Security/repo/industrial_ security/X03D_CRA/promote.xml

Target Vendor: LATTICE
Target Device:
Target Performance: 5

Mapper: se5c00, version:

Mapped on: 08/10/26

Number of registers:
PFU registers:
PIO registers:
Number of SLICEs:
SLICEs as Logic/ROM:
SLICEs as RAM:
SLICEs as Carry:
Number of LUT4s:

LCMXO3D-9400HEWLCSP69

4694 out of

4624 out of

9103 out of
Number used as logic LUTs:
Number used as distributed RAM:
Number used as ripple logic:
Number used as shift registers:

Diamond (64-bit) 3.13.0.56.2
14:15:45

9577 (49%)
of 9400 (50%)
of 177 (2%)

4700 (98%)
of 4700 (96%)
of 3525 (3%)
of 4700 (19%)

9400 (97%)

7165

198

1740

0

Number of PIO sites used: 32 + 4 (JTAG) out of 59 (61%)

Number of block RAMs:

Number of GSRs:
EFB used : Yes
JTAG used : No

Readback used : No
Oscillator used : Yes

Security used : Yes
Startup used : No
POR : On
Bandgap : On

Number of Power Controller:
Number of Dynamic Bank Controller
Number of Dynamic Bank Controller
Number of Dynamic Bank Controller (BCSLEWRATEA):

Number of DCCA:
Number of DCMA: 0 out of
Number of PLLs: 0 out of
Number of DQSDLLs: 0 out
Number of CLKDIVC: 0 out
Number of ECLKSYNCA:
Number of ECLKBRIDGECS:

0 out of

48 out of 48 (100%)
1 out of 1

(100%)

0 out of 1 (0%)

(BCINRD) :
(BCLVDSO) :

0 out of 6 (0%)
0 out of 1 (0%)
0 out of 6 (0%)

(0%)

of 4 (0%)

0 out of 4 (0%)

0 out of 2 (0%)

Figure 10.1. MachXO3D Cyber Resilience Reference Design Full Device Utilization

Hierarchy---Post Map Resources

>

3

3

~ @ PFR_top
~ B XO3D_CRA_uniq_1(PFR _inst)
> B uart_uniq_1(uart0 inst)
B sysmem0_unig_1(sysmem0_inst)
B gspi_mst_streamer0_uniq_1(gspi_mst_streamer0_inst) ..r0.v 883(883)
B gspi_ monitor0_unig_1(gspi_monitor0_inst)
B 12C _filterD_uniq_1(12C _filter0_inst)

8 cpu0 _unig_1(cpul _inst)

B apb1x8_uniq_1(apb1x8_inst)

8 ahbl2apb0_uniq_1(ahbl2apb0_inst)
8 ahbl1x2_uniq_1(ahbl1x2_inst)

Unit File LuT4

pv T165(2)
LAy 7163(1)
0y 184(0)
0w 954(0)

> 8 gpio0_unig_1(gpic0_inst) Ov 94(0)
B esb_mux0_unig_1{esb_mux0_inst) _.x0w 90(90)
B efb0_uniq_1(efb0_inst) .0 9(0)
B cs3_uniq_1(cs3_inst) .83 392(0)

..0.sv 215(215)
X2 99(99)

..r0v 1345.50(1345.50)
.r0v 216.50(216.50)

..0.sv 2538.50(2538.50)
~xBwv 141.50(141.50)

PFU Registers 10 Registers EBR
4691(8) 3(3) 48(0) 99(1)
4683(0) 0i0) 48(0) 98(0)
147(0) 0(0) 0(0) 0(0)
276(0) 0(0) 40(0) 98(0)
940(940) 0i0) 2(2) 0(0)
1080(1080) 0(0) 0(0) 0(0)
156(156) 0(0) 2(2) 0(0)
72(0) 0{) 0(0) 0{0)
90(90) 0(0) 0(0) 0(0)
29(0) 0(0) 0(0) 0(0)
547(0) 0(0) 0(0) 0(0)
1183(1183) 0i0) 4(4) 0(0)
a(g) 0(0) 0(0) 0(0)
148(148) 0(0) 0(0) 0(0)
7w 0(0) 0(0) 0(0)

Distributed RAM

Carry Cells
870(0)
870(0)
23(0)
2300
240(240)
362(362)
15(15)
0i0)

0l0)
0(0)
0i0)
207(207)
0(0)
0i0)
0(0)

SLICE
4624(3.50)
4620.50(0.50)
120.20(0)
643.27(0)
678.58(678...
996.78(996....
132.58(132....
47.90(0)
46.33(46.33)
12.42(0)
237.07(0)
1480.75(14...
69.67(69.67)
113.83(113....
40.62(40.62)

Figure 10.2. MachX03D Cyber Resilience Reference Design Device Utilization Per Component
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Technical Support Assistance

Submit a technical support case through www.latticesemi.com/techsupport.
For frequently asked questions, refer to the Lattice Answer Database at https://www.latticesemi.com/Support/AnswerDatabase.
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