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End-to-End Supply Chain Protection Required to Preserve Trust
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Dynamic Trust — Future of Security
Enabled by Platform Firmware Resiliency (PFR) with End-to-End Supply Chain Protection
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Lattice SupplyGuard Service for Supply Chain Resilience

Enabled by Platform Firmware Resiliency (PFR) with End-to-End Supply Chain Protection

LATTICE SUPPLYGUARD: SERVICE FOR SUPPLY CHAIN RESILIENCE

éupb,l GUard

SupplyGuard Service provides resilience
from attacks throughout supply chain
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Lattice Sentry — Secure The Moment It’s On

NIST Compliant System Protection
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Lattice Sentry

Protects Platform by cryptographically authenticating firmware for each

IC, before boot
Firmware Firmware Firmware
Detects attacks IN REAL TIME, before/during/after boot

Qulck Switch Quick Switch

* Recovers any corrupted firmware to known-good state

Mgmt. MCU Other Logie ’ g:l:ggnsoﬂware on MachXO3D provides complete, validated PFR
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