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ABSTRACT

FPGAadoptionis increasing inndustrialand automotiveapplicationsbecauseof their high
performance, low poweprocessing and flexibilityto meet rapidly evolvingrequirements
Latticeb S E deR@A®ffer the classeadingsmallfootprint, low power, and high reliability
required formissioncritical applications Latticedesignsoftware and toolhelp developers
leverage Lattice FPGAn safetycritical designsThe toolsalsohelp userseasilymodify or
remodel logical blocks based on the reports deriveg&igty analysis

While designing a safe product, a user needs to consider safety across all aspects of product
development. Design challenges include adopting quality management standards,
edablishingtk a &l FS¢ RSaA 3inplefSniidg safetg dodcéps.s | v R

Part 11of the 1ISO 262622018guidelines gives FPG&signergguidance onensuringsafety

in all stages of the FPGl&evelopmentlifecycle It alsooffersusers and customers directions
on how touse FPGAs in their safety applicatignsperly.

This white paper aims tshare methodso assist FPGA designanperformingSafety Analysis
for FPGAbased automotive designsand offers aguide to successfullSO26262Safety
certification.
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FPGA IN FUNCTIONAL SAFETY APPLICATIONS

The flexibility of FPGAprovides many architectural and implementation optionfor
developing a safe design.Furthermore, t allows the implementation of intelligent
architectures, whiclnelpreduce the needor redundant design approaches used in the past
thereby reducing commonause failures.

FPGAsan be designed isucha way whereonly the blocks essential ichievingeertification

for the specificend systermare used Utilization of only fundamental blockssultsin a more
efficient designthat only consumesthe resources needed for a givékutomotive Safety
Integrity Leve[ASI).within the FPGA fabric.

A typicalsafetyprocess for automotive applicationscludesdevelopngthe safety concept,
determining ASIL levéhrough risk assessment, amdentifying theSafety analysis required
for the target ASIL levebkupported bysuitable Safety management processes.

This paper wilfocuson the Safety Analysis procedures followtedmplementa functionally
safe FPGAasedautomotive design.

FUNCTIONAL SAFEROWTH & DESIGN CHALLENGES

TheFunctionalSafetymarket wasvaluedat USD5,379.80 Million in 2R0. Itis projected to
reach USD 9,418.60 Milliday 2027, growingat a CAGRf 7.33 % from 2020 to 203Bource:
Researcltand Markets)

FPGAbased systembavebeen used to create automotive designs that meet the norms of
the ISO 26262 standard.

USD ~$9.42 Billion

Market size (USD Billion)

2019 2020 2021 2022 2023 2024 2025 2026 2027

Figurel: Functional Safety Global MarkéSourceresearchandmarkets
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Developing a FPGAvased automotive desigthat meets all the requirements of the ISO
26262 standard can posesignificantchallenge. The following are some of the challenges
designers must overcome to use FPGAs in safgtigal applications

1 Standard flonand templatego meet the requirements of the 1ISO 26262 standard

1 Availability oiSO 26262ertified IP that can be used in designs

1 Auvailability of tools that are c#fied to be used in ISO 2626#ased designs

1 Partitioningof the design to apply the hardware and softr@aaspects of the standard

1 Findingappropriatetools that are safety certified anaffer special error injection and
error detection methods as prescribed by the standard

The following sectiongdescribe the approachesinvolved to develop qualitative and
guantitative Safety Analysis reports fan BPGA design.

AFETY ANALYSIS APPROACHES

The ISO 26262 safety lifecycle encompasses the principal safety activities during the
concepton, development, production, operation, servi@nd decommissioninghases of
product

Planning, coordinatingand documentinghe safety activitieof all safety life cyclphasesare
criticalfor managing a project with safety goals mandated by the 1ISO 26262 standard

An example of &afety lifecycleand the safety activities involved iglepictedin the figure
below.

Functional
Safety
Approach
Functional Safety
Management

Hazard Analysis &

‘//\ Risk assessment

Conceptual Design
Identification of Safety Goals/

HARA Report
\_/v Safety Goals Requirement Analysis
*System FTA,QFTA
*System level, Component Level ) X
& SW FMEA Reliability & Architectural Design
*Reliability Analysis ¥\ safety Analysis
report(FMEDA, PMHB)
“TiEr rEpeiE{Tes 7 safety Analysis Detailed Design
qualifications etc) report
Safety Verification & Validation

*Safety Review & Audit Verification
*Safety Verification and

Validation test at system level
Safety Case
Report

Design & Deployment

Figure2: Safety Activities in the Overallifecycle
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ISO 26262 CompliakPGAdevelopment Flow

In addition to the normal design flow, criticabfety analysisteps are included at the design
phasein a safety lifecyel. These analyss helpby having safety mechanismis the design and
ensuringcompliancewith the 1SO 26262 standard

The safety analysismethods include bothqualitative and quantitative approachesThis
analysis which includes parts 4,,%nd 6 of the standardconsisting of Iductive and
Deductive analysj$MEA, FMEDANd the FTAjredescribed below

Now21

Requirements and Design
specifications

High Level Design

Low Level Design

RTL Coding and Initial LUT
estimate through
Synthesis

Functional Simulation &
Verification

Synthesizing & Optimizing
RTL Design

Placing & Routing

Generating Bit stream

In-System Debugging

Fabrication & Post Si
Validation

Figure3: FPGA Design Flow

Safety Analysis
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QUALITATIVE ANALYSIS

In FPGAlesigndargetingsafety-critical applicationssafety analysis isrucialto ensure there
are no violations of safety goals duedmalfunction in modules. In the ISO 26262 functional
safety standard, there are two methods of safety anedysdeductive and inductiveThe
deductiveanalysis is a togown approacho safety andysis. A common method of tegown
analysis i=TA- Fault Tree Analysignductive analysiss a bottomup approach of analysis,
and a commommethodology useds Failure Mode and Effect Analysis (FMEA).

Supposéhe design includes a soft or hard CPU bldokhat casethe safety life cyclenust

be followed for both the software and hardware development. Part 5 of the ISO 26262
standardappliesto the hardware (FPGA developmégrRart 6appliesto embedded software
development

FPGA Design

1
I
1
[ —— |
1
I
!
I

....... ! Software Safety

Hardware Safety e
nalysis

Analysis ~ r------

Safety Analysis

FMEA , FTA DFA I Safety Analysis
FMEA , DFA

R Module 4
Figure4: Split of FPGA designto Hardware and Software Parts

Failure Mode and Effect AnalysiEMEA

The Failure Mode and fétt Analysiss a qualitative safety analysis ¢
the gystem to identify the potential failure modes and determir
suitablesafety mechanisms taddresseach failure.

Review the process

Bra'nstun-l.l potential
The FPGA design architecture is broken down into simple mod et i

based orthe functionalityserved byeach module.
List potential effects

Existing documentation and datre reviewedto identify the ways S EachSiluE

each modulecan fail
Develop the action

A fault in a module can occtor various reasons. A random hardwat plan
fault suchas a faulty transistor can result the misbehavior ofa
module.For example, irror! Reference source not foungda random
hardwarefailure can cause failures in the clock generation function - -
the reset feature. Figure5: FMEA Flow

Take action
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The effects of failureare analyzed to understand the risks dioth thelocal and system level.
Finally, afety mechanisms are set in placaded on theampactof failures.

An illustration of FMEA fan FPGAJARTmModule is shownn Table 1

Hardware Hardware Hardware Sub- . S_gste_m E_[[_ect:_ N Safety
Component Componen* Componen Failure Mode Local Effect [Consider if mitigation i- Cause Mechanism |
v |GELL I v - already available) | ™ v -
UART 0011 Clock Failure: 1.5tuck at fauls Mo UART transaction Loss of UART Fi¥ data Randam Hu! SM_024
2.0C model faults Fault
Reset Failure: 1.5tuck at faultz Erandom H
UART_0o0 2 [zontinous reset) Mo JART transaction Laozs of UART R¥ data Sh024

2.0C model faults fault

Reset Failure: 1.5mck at Fauls [no Random Hw [ Sh_024, SR_036,

UAaRT_001_2_1 reset] o reset of UART registers | Corruption or loss of UART data fault ohd 037
Control register corruption
. S It will rec:ognize false start of
UART_001_3 Hunt bit corlupthn. Stuck at Faults, Frame and receive incorrect | Corrupted JART data reception Random Hyf Sh_037
UART False bit set fault
Co " TICUer.y data.
. - Mo intimation about the
UART 001 4 Hunt one bit collupFlon. Stuck at incorrect data received wil Cormupted U.ﬂHT Data Riandom Hw S 037
- = faultz, Falze bit set L Reception Fault =
be intimated
Stuck at 1: CPU will
continuously get Falze
- " indication that new frame
UART 001 5 rbr_datardy bit colluptlon: Stuck has come. Caorrupted U.ﬂHT Data Random Hw' ah 037
- = at Faules, Falze bit zat Reception Fault bl

Stuck, at 0: CPUwillnot
kniow new frame as come
and will loose frames.

Tablel: FMEA of an FPGA module

Upon enumeration of all the failures affectinbe local and systentevel the design is
analyzed further to see if safety mechanisms are in place to enslegction andrecovery
from the faults. In an FPGAbased design, theafety mechanisms can be implemented as
intelligent error detection anaorrectionmethods.

A similar MEA is also done for the software components in the systEachsoftware
function isanalyed to identify failure modes and create safety mechanisms/diagnostics
detect those failures It enablesthe systemto transition to a safe statein case of any
occurrence fault

When third-party components are used in the systethe RS & A Jrg5SoNskbilityis to
ensure that allcomponentfeatures utilized are analyed for safety violations and safety
mechanisms/diagnostics are available at Hystem levein case ofailures.

Based on the improvements identified by the Process Failure Mode and Effects Atealysis
the FPGA architecture design can besxaluated.

Each potential failure is re-evaluated. Once theémprovements have beemmade, the
architecture can beefined and reanalyed repeatedlyto reduce the severity ohevitable
failures.

Due to ther re-programmability, long lifespansand high processing bandwidtisPGA
architectures can be tailored to suithe safety needs atvarious stages of an automotive
project.
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Safety Mechanisnfer Random Failures
1 Redundancy

o Triple modular redundancy (TMR)
o Duplication with Compare (DWC)

Figure6: Triple Modular Redundancy

TMR uses a voting mechanism to identify which module has faiedto enableerror
detection and recoveryHowever, hismethod has the side effect of increased gate count

A duplication with corpare scheme (DWC) ma.

be sufficient in some casewhich can help in

Error
fault detection (but not in recovery from the W

fault) Fig 7 > FF2

v

A safety mechanism based on redundacag be o
achieved byproviding CPUs operating in DugFi9ure7: Duplication with Compare
Gore Lock Step mod@-ig 8)

| resew [D dly reseth

| W Error outpat
Figure8: Dual Core Lock Step
¢ ErrorCorret¢ion methods

Thesemethodscanensurethe systemcan continue running in the event of a failuog
entering a Safe statee.g, SEC: Singleit error correction using ECGor memory
corruption in Embedded RAMs.

1 Diagnostics and Error detectionethods

Error detection logic can be implemented in hardware to inform the system controller of
failures for further action to transition to a safe state. For example
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Detection ofData Integrityerrors
Errors in clock generation logic
Errors inthe timing of interface signals
2-bit memory error detection via ECC

O O O O

These errorgan be indicatedby setting errorbitsin status registergesultingin resetting
the whole system othe hostdiscarding the error packets

Error detection/diagnostics can also be implemented in software. For example,

Regular checking of important control registers

o Running diagnostics on external devidé® onboardsensors or physal layer
components (like Ethernet PHY devices)

o CRC validation of software and configuration partitions on boot

Inthe case of such diagnostics, especitiligseimplemented in software, the designer must
ensure that systentevel parameters like the fatitolerant time interval (FTTI) are met.

Systematic Failures
Systematic faultgnay becaused during design, developmemind manufacturing due to
errors inspecificationor implementation

T Quality Control

o This may includéhe removal of thepotential failure through testing or inspection.
The inspection effectiveness must match the level of severity that tteaddamay
impose on the consumer

o Variousvalidation and error injection tools can be usked adequate testingsuch as
HDLSimulators Fault Simulatorsand StaticCodeAnalysis tools. The process for tool
selection is described in the sections below.

Fault Tree Analysis=TA

The other qualitative method ofsafety analysis igthe Fault tree Analysi¢FTA. FTAIs
deductiveand involves logical breakdown from th&op-level undesired eventSafetygoal
violation), cascaded to thBaselevel event (root cause).

Thelnductiveand the Deductiveapproaches are complementary as stated in 1ISO 2&262

HAMYy ToOndodmxE ¢F6fS H bheo9Y Ga¢KS fS@St 2F RS
of detail of the design. In certain cases, both methods can be carried out at different levels of
detail ¢

The fault tree constructionis done by adding th&op Eventthe Safety Goalor Safety
requirement considered for the analysis.

The top event is theanalyzedto split into potential failure events. The hardware architecture

is taken as an input fahis. Finally,a root cause analysis of failures that could leadhe
failure of Top Events performed
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As shown irFigure9, the base events are added tbe abstraction level of system elements
where FTA is drawn a system " ...
level. -

At hardware level FTA, these bas =
events will be expanded tdhe |
lowest level of abstraction in
hardware or up to hardware
module level as the Safety desig
requires. e

To derive the quantitative scores @

the probability of eachBaselevel
failure event, the fault rate

of each event is assignec

This is described in the sections below.

Figure9: Fault Tree in the Isograph Tool

A typical approackPer ISO 26262:10, B&t)item level
is to use the FTA tanalyze the violation of safety goals
and identify hazardous events down to the compone [Famir]  [rawz] [rowes]
level.Failure modes of the hardwaraodules are then
analyzed from bottom-up analysisusing FMEA. This
way, FTA and FMEA can be combined to balaonge
down and bottomup safety analysis at the item leve

(Fig 10.

FigurelO: lllustration of a combination of FT
and FMEA

Dependant Failure AnalysiBFA

Dependent FailuranalysigDFA)s also carried out to mitigate th&afetyrisks occurring from
commoncause and cascading failures.

Examples of dependent faillselue to shared resourcesandom hardware faultsire clock
elements, power supply elementsy common reset logidexample of Dependentfailures
associated with random physical root causes include short circuits;lgtcnd crosstalk.

Typical countermeasures fdependant failuresnclude:

1 Dedicated independent monitoring of shared resources (e.g., clock monitoring)

1 Selftests at startup (e.g.,safety mechanism enabling check)

1 Diversification of impact (e.g., clock delay between master and checker core)

1 Indirect monitoring using special sensoesy(,delay lines used as commaause failure
sensors)

1 Fault avoidance measures (e.g., physical separation/isolation)
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Quantitative analysis is carried out to derive t8mglepoint, Latentand Probabilistic Fault
metrics of a system.The Failure Mode Effect Diagnostic analyBMIEDA)s a quantitative
analysis used to derive the Single Point and Latent Fault metric of a system.
FMEDAelpsin identifyingfailure modes and theprobabilityof occurrence.In additon, i
helps in assessing and improving the failure diagnostic capability of a system.

It is used to calculate the hardware architectural metrics sudh@Single point fault metric
(SPFM) and lateriault metric (LFM) of the hardware. These metrics ¢hen be used to
derive theprobabilisticmetric of randomhardwarefailures(PMHF.

For the development of FMEDA, tRMEA analysis is taken as the bagwris, he first step
for FMEDA would be to derive the failure rate of each module.

Foran FPGAbased design, the number atJTand Block RAMised in a module can be used
to derive the Failure rate of each moduléhe FPGA desigynthesistool can be used to
derive the LUBNdBlock RAMount per module.

In the snapshoin Error! Reference source not fountll, different modules of the initial draft
of RTL design are listeghd a count of LUTs aflock RAM are derived per module.

Figurell: Lattice Diamond Tool for Synthesis of RTL Design to get LU

The failure rate (FIT) of each L&TBlock RAM is calculated based on the mathematical

equationshown below
)I_ m:); XT;
Agie =421 X N x e7035%a 4 3.1 % {%}

Apackage = 2.75% 1073 xm, x (Z(H”)‘ x (AT, )0.68) x A3

i=1
’.{or-gr;trg;s =m; X ’.{EOS

10—°
A= [Adie + ’:lpackage + AOL-‘EJ'SL‘J'ESS }X h

Equationl: Mathematical model for reliability prediction
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Based on the abovevalues obtained from the standard and the Mathematical equation in
Equation 1the Failure rate per LUT amlock RAMs calculated for the FPGAn example of
all the contributing factors is shown Table 2 The FIT/unit is then obtained.

Die Failure Rate
@ (Year of De-rating
Element Transistors / unit|Total Count Al N Manufacturing A2 Aoy Base FIT furtem= Effective FIT FIT/Unit
= 2020) °
LUTs(#) 100 44000 0.00002 4400000 22 34.00 0.03984879 34.0398 |0.08253310 2.80041435 0.00047100 per LUT
EBR{bits}) 3] 1990656 0.00000017 1159435936 22 880 0.00091945 8.8009 0.08253310 0.72636719 0.45700111 per EBR
Package Failure Rate
5 De-
Package Type AT (Number of D A3 rating for| Effective FIT [Ren EITftransist | % of package FIT
"o Pins) (mm) . (FIT) temp (FIT) ar for Logic FIT/LUT FIT/EBR
CABGA 381 2627 381 24 04163056 033 1575254257 | 6009.418 | 8318044878 |0.17465711 | 4.072E-06 80.00% 0.00040715 0.450275488
Electrical Overstress
Agos
20

Tablel: Example of Die & Package Failure rate of a Lattice FPGA

After determiningfailure rates and failure modder each modulethe nextimportant step is

to achieve the diagnostic coverage of each modhased on thesafety mechanisms assigned
for each failureAgain, aanexD of Part 5 in the standard can be used to determine the scores
of diagnostic coverage assumed for each safety mechanism.

|
Hasbvate | Hardware Describe the HY wirs Satety Feiduee i lu 2
= | C fenction (Sub- Falwe Mode reauned | EBR Cause  |Mechanism 10 | &std (L3R « 2 (FT) {sitare | compe | Fuiten
0 Part) part) - (Single Poin) | sties Fsaleang (wode |sent | mode
= L " Rawdombv | = |
©C_001.2 | M i2¢_master_corex Suﬂ&plwm! N0 201 gl oM atcn O] [] ok Vatchdog Temwe 0033053476 asoe] aoesel otemone
Table D.10 — Program sequence monitoring/Clock
Safety Se0 overview Typical diagnostic coverage
of
Watchdog with separate
Sme base without D293 Low ==
Sme-window
Watchdog with séparate sme 1
time base and time- 0292 Medum Depends on Bme restiction for e
iidowr Sme-window

Only effective against cock falures if
exiemnal temporal events influence
e logical program fiow. Provides
mmﬂrqmm o D283 Medum coverage for intemal hardware

Bysnoe faliores (such as interrupt frequency
erors) that can cause the software o
run out of sequence

4

Provides coverage for internal
hardware fadures hat can cause the
software 10 run out of sequence.

W
Combination of temporal asymmetrical designs, provides
and logical monioning of D295 Coverage regarding COmMLNICAton
program saquences H sequence between main and
me depandency monitonng cevice
NOTE Memod to be designed 10
account for execution jimer from

interrupts, CPU loading, etc

Table2: Example of an FPGA Module with the diagnostic coverage

Theexamplein Table 3shows an 12C module in an FPGA. The nurobeUE associated with
the dock generation function gives us an estimate of thdure rate associated with the
subcomponent The filure rate is then splitnto safe and norsafe failuresFor a logical
design 50 percentof the failures are consideraghsafe.(PerlSO 26262:10, 8.1-8))
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A diagnostic coverage is then associateith the failure based on theafety mechanism
chosen.For example,n the diagram below, the safety eehanismselectedfor the clock
generation function is thevatchdog tmer. This can be consideress a combination of
temporal and logical monitoring dfie program sequence. Therefarthe DC associated with
it is high(99percen. A revisedsafety metanism can be used in case thaghostic coverage
is low.

FMEDAprovidesinformation aboutthe failure modethat can be identified and connectedto
appropriateFTAevents.Thus,correlatingFMED/Aeventsto FTAeventscanachievecomplet
e safetyanalysisat the item level.

[CANE A5VE
Regaultor

A=

[ GT6873
Q=2 31E-10
Lﬁ"‘ﬁ A Sve LANE A 5Vv8
DR Regualtor
Umov?{?’ s Covered faults
£ = N L = AN
[ Evaser | GTe876 ]
~— Q=1 11E-18
4 = oy
o=9,$os-1 1

LANE ASV8 || LANE ASVvS

Regulator Regulator

s MPF-Detected | MPF-Latent
- —<

/

— 2= N 5
7 — [[[Evasss ] [gEvaseo |

FMEDA | Tsemn § reman e |y e AMEE ey ere] /A s | OF10SE8 J Q=1.06E-10

Results

Figurel2: Failures Rates in Quantitative FTA derived from FMEDA

The quantitative FTA is used to derittee PMHF of the systenkor the quantitative FTA, the
gualitative FTA is taken as the base and further events/gates are added to base events in
HardwareFTA. Once thsp-level faultsareanalyzedo the base evenat the hardware level,

the failure rate is added to the base event.

The failure rates can baerivedfrom either the Predictionlibraries such athe MIL-HDBK
217 Military Handbook or from the FMEDAhis example shows the result die 5V8
regulator module from FMEDAsed to feedhe base events in the prescribed pattern. The
same can be repeated for each of the identifferdwaresulbb-modules leading t@ violation

of the safety goal in hardware FTAhe failure rates ofthe base eventsare addedfor all
safetyrelated hardware parts that hawbe potential to violatethe safety goato the relevant
Gates The sum of failure rates of all modulpsovidesthe final scoreOnce complete the
PMHF for thdault tree can be derived.

Part 10 of the 1SO26262011 givesa detailed explanation of the factors associated with
PMHF calculation. The formula used for PMHF calculation includes the combined failure rates
of Residuabnd Multipoint failures obtained from the FMEDA.

M pyorr = Agp + Ao por X Aoy DE tatent X Tpifetime

Equation2: Equation for PMFH calculation
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Figurel3: PMHF derived from €TA in Isograph Tool

Timing

One area important to all aspectsfinctional Safety design is how much timavailable to
recognize that something has failed and themtake action to prevent a hazard from
occurring. This period is referred to as the Fault Tolerant Time Interval (Fo Bijsurehe
safety of a system, the time from the detection of a fault plus the time for the system to
achieve a safe statghallbe less than the FTTI for the safety goal.

Diagnostic Test Interval (DHFault Reaction Time Interval (FRIFTTI

i) Fault Detection Time
; T — Fault Reaction Ttme
N P - 3
e taec | Trrn = Fault Tolerant Time Interval

(Trp+ Tir < FITY)

Possible Hazard

¥

Normal
Operation

T : Trn

Trmn

Figurel4: Fault Tolerant Time Interval
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SUPPORTING PROCESSES

Apart from theSafetymanagement processes, the other critical aspects of a Safety project
involvethorough reviews, traceability of wonroducts and qualification othe third-party
IPsand toolsused

A

(&) Ethemet_FPGA_Component_Requirement_Specicatich
> ~— =

“ B *
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=
(2] Bthemet_FPGA_RTL Vert Test_Report ()

Figurel5: Traceability Map usirigeqtify Tool

While reviews may be manuyabarious levels of reviews such as confirmation reviews,
inspectionreviews and sfety audits can ensurdghe prevention of anySystemicfailures
occurring in the project.

For ensuringriaceability of workproductsat all stages of the project, traceability tools such
as Reqtify oDoorscan be used.

The traceabilitytools ensurethat all identifiedsafety features ardrackeddown to suitable
functions within the FPGAeeping in sync with the identifiesafety lifecycle

FHgure 15 is an example of the traceability map obtained from the Reqtify tool. This map
shows therequirement specification split intthardware and software requirements, the
associated High level and Léawvel design documentand the Test plans associated with
each part.
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The reliance on tools for ensuringSafedesigngives rise to the need afualifying the tools

to be safe.In a safetycritical project tool qualification is only needed for some tookor
determiningif a tool qualification isequiredor not, the ISO 262621SO 2626:8:2011, Table

3) describes a simple twstep process to find out how much confidence we need to have in
a particular tool. If no confidence is needed, we get the lowest tool confidence level (TCL 1)
and a tool qualification is not needed. Test tools (like Fodyspacetatic Analysis toglUnity

Unit testing too] simulators etc.) usually require a high level of confidence atiterefore a

tool qualificationis a must

While tool qualification can be an expensive and tireensuming process, a tool pre
qualification fran authorities like TUV can almost eliminate the qualification efforts on the

user sideThe bol vendors may also prale steps to qualify a tool osety certification of

the tools usedThe Lattice Diamor®3.10 SP3 (Build 3.10.3.144)ftwaretools and tool

Ft2¢ aliara¥e (GKS NBIj dza NBY Sy (ap tofTEUIfod ASILIDA R { A
Furthermore, the Lattice device libraries with their library elements satisfy the requirements

for SafetyElementOut-Of-Context (SEooC) for ASIL D.

The infamation about the software tool compliance is part of the safety package developed
for products to satisfy the ISO 26262 requirements for functional safety.

Alsq in the course of a project, various third part IPs may be procured and used to ensure a
qguickerand weltestablished architecture. These thipérty IPs also need toe qualified to
ensure they are safe to use. Modtlkvel tests, FMEAnd DFA analysisg ensure the safety

of using thesdPs.
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GONCLUSION

The competitivdandscaperequires manufacturerso develop intelligent functionally safe
designsthat provide qualityproductswhile meetingcompetitive timeto-market, costand
performance targetsTata Elxsas a design partndras successfulppliedthe different parts
of 1ISO26262 standardacross almodules ofa designbased on a Lattice FPQA achievea
safe design with simple application procesaes aquick turnaoundtime. In addition,Tata
Elxsi has alsshown effective ways for tool usage anlvelopng safety literature during the
ongoingsafety analysis.

FPGAbased design methodologshangegshe implementationfor safety designs and greatly
reducesdevelopment effort, system comgxity, and time to market. Theafety gproaches
described above include both Inductive and Deductafety analysido realize a safe design
and theuserscanfollow a combination dboth to achieve the desired results.

The safety approachesdlow FPGA users to desitpilored safety systms and controllers and
provide a substantialcompetitive advantage over traditional microcontroller or AB&Sed
designs.
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