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Disclaimers 
Lattice makes no warranty, representation, or guarantee regarding the accuracy of information contained in this document or the suitability of its products 
for any particular purpose. All information herein is provided AS IS, with all faults and associated risk the responsibility entirely of the Buyer. Buyer shall not 
rely on any data and performance specifications or parameters provided herein. Products sold by Lattice have been subject to limited testing and it is the 
Buyer's responsibility to independently determine the suitability of any products and to test and verify the same. No Lattice products should be used in 
conjunction with mission- or safety-critical or any other application in which the failure of Lattice’s product could create a situation where personal injury, 
death, severe property or environmental damage may occur. The information provided in this document is proprietary to Lattice Semiconductor, and 
Lattice reserves the right to make any changes to the information in this document or to any products at any time without notice. 
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Acronyms in This Document 
A list of acronyms used in this document. 

Acronym Definition 

AES Advanced Encryption Standard 

CBC Cipher Block Chaining 

ECDH Elliptic-curve Diffie–Hellman 

GCM  Galois/Counter Mode 

HMAC Hash-based Message Authentication Code 

ORAN Open Radio Access Network 

PCIe Peripheral Component Interconnect Express 

QSPI Queued Serial Peripheral Interface 

SHA Secure Hashing Algorithm 

UART Universal Asynchronous Receiver-Transmitter 

USB Universal Serial Bus 
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1. Introduction 
This document describes the process for running the basic 5G Lattice ORAN™ Solution Stack. It is supported on Linux 
versions 16.04, 18.04, and 20.04. For packet authentication, security covers algorithm for encryption and decryption of the 
packets including the crypto-256 and crypto-384 services to customers. 

This basic demo includes the following Crypto algorithms: 

 SHA384 PCIe to UART 

 SHA384 UART to PCIe 

 HMAC-384 PCIe to UART 

 HMAC-384 UART to PCIe 

 AES-GCM 256 Encryption 

 AES-GCM 256 Decryption 
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2. Functional Description 
In this project, the CertusPro™-NX is used with soft IPs to support fast packet encryption/decryption using either AES-
CBC/GCM mode. Support for packet authentication is provided by ECC384, HMAC384 or RSA 3K/4K over PCIe Interface. 
Keys and other required configuration are set up through SMBus as a part of sideband communication.  

CertusPro-NX is connected to the host PC using PCIe x1 endpoint IP. CertusPro-NX boots from the bitstreams stored at an 
external QSPI flash. It also connects to external components through SMBus. Furthermore, CertusPro-NX connects to an 
external USB through soft IP UART and an external converter UART to USB.  

Figure 2.1 shows the system block diagram. 

Host

CPU

CertusPro-NX

Encryption/

Decryption/

Authentication

QSPI

Flash

Memory

USB

Connector

QSPI Interface

SMBus

PCIe Gen1 x1 Lane

USB-UART 

Interface

 

Figure 2.1. Block Diagram 
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3. Demo Setup 

3.1. Hardware Requirements 
The following hardware components are required: 

 Host PC-1 running Linux Operating System of 16.04, 18.04 and 20.04 

 Host PC-2 running Windows 

 Lattice CertusPro™-NX Versa Evaluation Boards with 12 V power adapters(1 Main) 

 USB Type-A (UART) cable for programming the bitstream file. 

 Keyboard and Mouse 

 PCIe Cable 

3.2. Software Requirements 
The following software programs are required: 

 Lattice Radiant™ software version 3.1 or later 

 Lattice Propel™ version 2.2 or later 

 Docklight version 2.3 
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4. Setting up the Hardware 
Figure 4.1 shows the hardware setup. 

Host PC-1

Linux

System

Host PC-2
- Lattice Radiant 

  Programmer

- Docklight

PCIe 

Pluggable 

Cable

USB 

Type-A 

CablePC Slot

 

Figure 4.1. Hardware Setup 

The following describes the hardware connection. 

 The Host PC-1 runs the 5G ORAN script. 

 The PCIe pluggable cable is connected from the CertusPro-NX versa board. 

 The USB Type-A (UART) cable is connected to the board and the Host PC-2 for programming the bit file and to give 
input or print output over Docklight. 
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5. Installing the Linux Release 
Note: The following installation procedure should be performed only when a new build is available or the build needs to be 
installed in a new PC.  

To install the software: 

1. Create a main folder in the home directory. In this demo, the folder is named: 5G_ORAN_REL 

2. Create a sub-folder and copy the provided build to this sub-folder. 

Note: In Linux, you can create a folder using the commands below: 
        $ mkdir -p 5G_ORAN_REL 

        $ copy <Downloaded tar package > to folder 5G_ORAN_REL 

        $ Untar the file, by below command  

            tar -xvzf <Downloaded tar package  > 

3. Open the terminal. 

4. Run the cd command to navigate to the build directory. 

5. Open the Readme file and follow the indicated installation steps.  

In the folder created in step 2, open the package.sh file. 

 

Figure 5.1. Command to Navigate to Directory 

6. Run the commands below. 
sudo apt update  

sudo apt install build essential  

7. Install openssl. 
sudo apt-get install libssl-dev 

8. Install cmake. 

(Source Distribution) [Download the cmake package from https://cmake.org/ ] 

Note: You can also go to the <preRequisites> folder. 

Untar cmake-3.23.1.tar.gz by using the command below. 
tar -xvzf cmake-3.23.1.tar.gz 

cd cmake-3.23.1/ 

/bootstrap 

sudo make 

sudo make install 

9. Install the SMBUS support. 
sudo apt-get install libi2c-dev 
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10. Install gcc 7.5. 

a. Check the gcc version. 
   gcc --version 

b. If the version is not gcc 7 or above, run the command below. 
   sudo apt-get install -y gcc-7 

   sudo update-alternatives --install /usr/bin/gcc gcc /usr/bin/gcc-7 60 --

slave /usr/bin/g++ g++ /usr/bin/g++-7 

c. Verify the gcc version. 
   gcc --version 

Note: You can also run the commands below. 
sudo apt-get install -y software-properties-common  

sudo add-apt-repository ppa:ubuntu-toolchain-r/test 

sudo apt update 

sudo apt install g++-7 -y 

gcc -v 

sudo update-alternatives --install /usr/bin/gcc gcc /usr/bin/gcc-7 60 --slave 

/usr/bin/g++ g++ /usr/bin/g++-7  

11. Install python3 and pip3 on the Linux machine and run the commands below. 
sudo apt-get install python3-pip 

sudo python3 -m pip install pycryptodome 

12. Install openssl version 1.1.1. 
sudo apt install openssl 1.1.1 

13. Go to the preRequisites folder and run the command below. 
sudo cp -rf i2c* /usr/include/linux/ 

14. Make all script executable. 
sudo chmod -R +x *.sh 

15. Compile the application. 

(For source code release only) 
cd PCIe_Source_Code/ 

sudo ./compile.sh 

(For binary code release only) 
sudo make driver 

sudo make libs 

16. Run the command below to compile all project files. 

(For source code release only) 
cd ../  

sudo ./run.sh 
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6. Running the Program 
To run the program: 

1. Make sure that the link between the board and the Host PC-1 is established by executing the lspci command. If the 
linkup is successful, the connected board is displayed as shown in Figure 6.1. 

 

Figure 6.1. Linkup of Device on Terminal Window 

2. Linkup with the board. Ensure that it is connected to the Host PC-1 as indicated by a glowing LED D105. 

 

Figure 6.2. Linkup of Check on the Board 

 

3. Open Input_data folder. Edit in UserPlainText.txt file and save. 
cd ../ 

4. Go to the build directory and run the script by using the command below. 
sudo ./clientDetected.sh  

5. When prompted, enter the PC password to execute the script. 

6. In parallel, open Docklight in the Host PC-2 and select the port to see the prints. 

7. Select Run > Start Communication to open the communication port of Docklight. 
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Figure 6.3. Start Communication 

8. Enter the I2C SLAVE Address as an input. 

 

Figure 6.4. Executing clientdetected.sh Script 

9. If the script is run successfully, the Signature Verified Successfully message is displayed in Docklight as shown in Figure 
6.5. 
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Figure 6.5. Script Run Successfully 
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7. RSA and ECDH Algorithms 

7.1. Authentication using RSA 
RSA algorithm is asymmetric cryptography algorithm. Asymmetric means that it works on two different keys. For example, 
public key and the private key.  

After running the script on the Host PC, the user should perform authentication. After successful authentication, the 
algorithms can be executed. 

To perform authentication: 

1. Generate the signature.  

Sign a message msg with the private key exponent d. 

Calculate the message hash: h = hash(msg). 

Encrypt h to calculate the signature: s=hd(modn). 

The hash h should be in the range [0...n).  

The signature s obtained is an integer in the range [0...n). 

2. Verify the signature. 

Verify signature s for the message msg with the public key exponent e. 

Calculate the message hash: h = hash(msg).  

Decrypt the signature: hʒ=se(modn). 

Compare h with h' to check whether the signature is valid. 

Below is the output of RSA verification on Docklight. 

 

Figure 7.1. Output of RSA Verification in Docklight 
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7.2. ECDH for Key Exchange 
After successful authentication, the shared secret is generated on both sides. The Host PC and FPGA exchange the created 
public key and make the shared secret. Below is the flow of the ECDH (Elliptic-curve Diffie–Hellman). 

HOST PC APPLICATION CPU

SECURITY CPU

#Private key of Host PC (a)
     #Generate generating point(G)

      #Generate public key(A) using G 
and a

#Store public key of application 
CPU(B)

#Share secret (B+a)

#Private key of App CPU (b)
     #Generate generating point(G)

      #Generate public key(B) using G 
and b

#Store public key of Host PC(A)
#Share secret (A+b)

HMAC-384 AES

G*a

G*b

Key+Data

 

Figure 7.2. ECDH Key Exchange Flow Diagram 

Figure 7.3 shows the output in Docklight. 

 

Figure 7.3. Docklight Output 
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8. Executing the Algorithm Based on User Preference 
After successful authentication and establishment of shared secret, the user can execute algorithms based on his 
preference. 

8.1. SHA384 PCIe to UART  
To generate the SHA 384 PCIe to UART function: 

1. Provide the User plain data in the UserPlainText.txt file in the Input_data folder. This is used in generating the hash 
function. 

 

Figure 8.1. User Data in userplaintext.txt 

2. Verify if the Docklight in the Host PC-2 communication port is open. 

3. Enter 1 to select SHA 384 PCIe to UART Algorithm. 

 

Figure 8.2. User Selection of Algorithm 
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4. After the algorithm is successfully completed, check the generated hash function in Docklight. 

 

Figure 8.3. Hash Function in Docklight 

5. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha384-online-hash-
generator.html. 

6. A file with the hex value of the plain user data is generated during the execution of FPGA_INPUT.hex in the Output_data 
folder.  

7. Copy the hex data from the file to the input of the third party tool and generate its hash function 

 

Figure 8.4. Hex Generation of Plain Text in FPGA_INPUT.hex 

8. Verify if the hash function generated in Docklight and in the third party tool are the same. 

 

Figure 8.5. Hash Generation over Third Party Tool 
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8.2. SHA384 UART to PCIe 
To generate the SHA384 UART to PCIefunction: 

1. Provide the User plain data in the form of hex value in Docklight. This is used in generating the hash function. 

2. Make the packet of hex value in Docklight. 

 

Figure 8.6. Send Sequence Window of Packets 

3. Double click the blank block under the Name column in the Send Sequences block. 

4. The Edit Send Sequence window opens. Enter the name of packet. 

5. Select HEX in Edit Mode. 

  

Figure 8.7. HEX Edit Mode 
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Note:  
1   |2 | 3 |4|  
Format of packet ->CC|77|Total packet number converted in Hex| format of packet is from 1 to 4 index, the first and 
second always remain the same. 
 
1024 packet converted into hex is 400. Starting from the right, last two digits are zero, which comes the third index and 
the remaining 4 comes in fourth place by 04. 
For Example: CC|77|00|04 
 
203 packet converted into hex is CB -> CC|77|CB|00 - CB is in the third index, the fourth index is zero as no other 
number is left . 

6. Copy any plain data and convert that into hex value by any online tool (for example, https://www.online-
toolz.com/tools/text-hex-convertor.php). 

7. Paste the hex data to the Edit Mode box in Docklight using the concept of CC|77|Number of total packet including CC, 
77 AB, 00 in hex. 

8. Copy the hex data from fifth index. 

  

Figure 8.8. Copy Plain Text into Hex Edit Text 

9. Click OK. 

10. The packet name is displayed under the Name column in the Send Sequences block. 

11. Select Run > Start Communication to open the communication port of Docklight. 
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Figure 8.9. Open Communication Port in Docklight 

12. Enter 2 to select SHA 384 UART to PCIe Algorithm  

 

Figure 8.10. User Selecting SHA384 UART to PCIe Algorithm 

13. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight. 

14. Send the packet. 

15. The output is generated through PCIe DMA Read in output.txt file in the output_Data folder. 

 

Figure 8.11. Hash Generation in output_data.txt  
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Figure 8.12. Hash Function in output_data.txt file 

16. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha384-online-hash-
generator.html. 

17. Copy the same hex value of input given as packets in Docklight. 

18. Verify if the hash function generated in Docklight and in the third party tool are the same. 

 

Figure 8.13. Hash Generation on Third Party Tool 
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8.3. HMAC-384 PCIe to UART 
To generate the HMAC 384 PCIe to UART function: 

1. Provide the user plain data in UserPlainText.txt in the Input_data folder. This is used in generating the hash function. 

 

Figure 8.14. User Data in userplaintext.txt 

2. Enter 3 to select HMAC 384 PCIe to UART Algorithm to generate the hash function in Docklight. 

 

Figure 8.15. User Selecting HMAC-384 PCIe to UART Algorithm 

3. Check the generated hash function in Docklight after successfully executing the algorithm. 
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Figure 8.16. Hash Function over Docklight 

4. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/sha-HMAC384-online-hash-
generator.html. 

5. A file with the hex value of the plain user data is generated during the execution of FPGA_INPUT.hex in the Output_data 
folder.  

6. Copy the hex data from the file to the input of the third party tool and generate its hash function. 

 

Figure 8.17. Hex Generation of Plain Text in FPGA_INPUT.hex 

7. Verify if the hash function generated in Docklight and in the third party tool are the same. 

 

Figure 8.18. Hash Generation in Third Party Tool 
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8.4. HMAC 384 UART to PCIe 
To generate the HMAC 384 UART to PCIe function: 

1. Convert the user plain data into hex value in Docklight. This is used in generating the hash function. 

2. Double click the blank block under the Name column in the Send Sequences block. 

3. The Edit Send Sequence window opens. Enter the name of the packet. 

4. Select HEX in Edit Mode. 

  

Figure 8.19. HEX Edit Mode 

5. Copy any plain data and convert that into hex value by any online tool (for example, https://www.online-
toolz.com/tools/text-hex-convertor.php). 

6. Paste the hex data to the Edit Mode box in Docklight using the concept of CC|77|Number of total packet including CC, 
77 AB, 00 in hex. 

7. Copy the hex data from fifth index. 

 

http://www.latticesemi.com/legal
https://www.online-toolz.com/tools/text-hex-convertor.php
https://www.online-toolz.com/tools/text-hex-convertor.php


5G Lattice ORAN Solution Stack 1.0 Demo   
User Guide    
 

 

© 2022 Lattice Semiconductor Corp. All Lattice trademarks, registered trademarks, patents, and disclaimers are as listed at www.latticesemi.com/legal.  
All other brand or product names are trademarks or registered trademarks of their respective holders. The specifications and information herein are subject to change without notice. 

FPGA-UG-02163-1.0             27 

 

 

Figure 8.20. Copying the Plain Text into Hex Edit Text 

8. Click OK. 

9. The packet name is displayed under Name. 

10. Select Run > Start Communication to open the communication port of Docklight.  

 

Figure 8.21. Packet in Send Sequence Name 
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11. Enter 4 to select HMAC 384 UART to PCIe Algorithm.  

 

Figure 8.22. User Selecting HMAC-384 UART to PCIe Algorithm 

12. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight. 

13. Send the packet. 

 

Figure 8.23. Sending Packet after Selecting Algorithm 

14. Output is generated through the PCIe DMA Read in the output.txt file in the output_Data folder. 
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Figure 8.24. Hash Generation in Outputdata.txt 

 

Figure 8.25. Hash Function in outputdata.txt file 

15. Open the Cryptogrium third party hash generator tool from http://www.cryptogrium.com/HMAC384online-hash-
generator.html. Copy the same hex value given as input in Docklight. 

16. Copy the key from Input_data folder in the Keyoutput file. 

17. Verify if the hash function generated over Docklight is same with the tool. 

 

Figure 8.26. Hash Generation in Third Party Tool 
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8.5. AES-GCM 256 Encryption  
To generate the AES-GCM 256 Encryption function: 

1. Convert the user plain data to hex value in Docklight. 

2. Double click the blank block under the Name column in the Send Sequences block. 

3. The Edit Send Sequence window opens. Enter the name of packet. 

4. Select HEX in Edit Mode. 

 

Figure 8.27. Selecting HEX Edit Mode 

5. Select any plain data and convert it into hex value using any online tool. 

6. Copy the packet to the Edit Mode box using the concept of CC|77|Number of total packet including CC, 77 AB, 00 in 
hex. 

7. Copy the packet. 
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Figure 8.28. Copying Plain Text into Hex Edit Text 

8. Click OK. The packet name is displayed under the Name column. 

 

Figure 8.29. Packet in Send Sequence Name 
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9. Select option 5 for AES-GCM -256 Encryption  

 

Figure 8.30. AES-GCM 256 Encryption Selection 

10. After selecting the algorithm, a Please send data over UART in packet format message is displayed in Docklight. 

11. Send the generated packet. 

12. Output is generated on Output_GCM_Decrypt.txt. 

 

Figure 8.31. Output File for AS-GCM Encryption 

13. Match the Docklight Tag value with the OUTPUT_GCM_Decrypt.tag file in the Output_data folder. 
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Figure 8.32. Tag Value Generated in Docklight 

14. Match the UART data given in hex with the Output_GCM_Decrypt.txt file in the Output_data folder 
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8.6. AES-GCM 256 Decryption 
To generate the AES-GCM 256 Decryption function: 

1. Provide the user plain data in UserPlainData.txt file in the Input_data folder. 

 

Figure 8.33. Input Decryption in inputdata.txt 

2. Enter 6 to select AES-GCM 256 Decryption PCIe to UART Algorithm to generate decryption in Docklight. 

 

Figure 8.34. User Selecting AES-GCM 256 Decryption Algorithm 

3. Check the generated decrypted function in Docklight after successfully executing the algorithm. 
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Figure 8.35. Decryption over Docklight 

4. Open the Output_GCM_Encrypt.tag file in Output_data folder. 

5. Match the data tag value in Docklight. 

6. Open the FPGA_INPUT.hex file in the Output_data folder. 

7. Match the Docklight data given in hex with the FPGA_INPUT.hex file. 
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Appendix A – Programming the Flash 

Programming SPI Flash on CertusPro-NX Board (with Macronix Flash) 
This section provides the procedure for programming Bitstream into the SPI Flash on the CertusPro-NX Versa Board for the 
5G ORAN Demo System. 

To program SPI Flash in Lattice Radiant Programmer:  

1. Turn ON the CertusPro-NX Versa Board by giving power supply through the PCIe cable /12-V adapter. 

Connect the USB cable for programming through Lattice Radiant Programmer. 

2. Start Lattice Radiant Programmer. In the Getting Started dialog box, select Create a new blank project.  

  

Figure A.1. Lattice Radiant Programmer Getting Started Dialog Box 

3. Click OK. 

 

Figure A.2. Lattice Radiant Programmer- Main Interface 
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4. In the main interface, select LFCPNX for Device Family and LFCPNX-100 for Device or detect automatically as shown in 
Figure A.3. 

 

Figure A.3. Radiant Programmer- Device Selection 

5. Right-click and select Device Properties. 

 

Figure A.4. Lattice Radiant Programmer- Device Properties 
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6. Before programming, erase the Flash memory.  

To erase Flash memory: 

a. Under Device Operation, select the options below:  

Target Memory – External SPI Flash Memory (SPI FLASH) 

Port Interface – JTAG2SPI 

Access Mode – Direct Programming  

Operation – Erase all  

b. Under SPI Flash Options, select the options below:  

Family – SPI Serial Flash  

Vendor – Macronix  

Device – MX25L51245G 

Package – 8-land WSON 

 

Figure A.5. Erase All (Lattice Radiant Programmer) 

7. Click OK.  

8. Click Program Device and wait for the process to successfully complete. This erases the flash memory. 
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9. After erasing the Flash, power cycle the board and apply the settings below:  

a. Under Device Operation, select the options below:  

Target Memory – External SPI Flash Memory (SPI FLASH) 

Port Interface – JTAG2SPI  

Access Mode – Direct Programming  

Operation – Erase, Program, Verify  

b. Under SPI Flash Options, select the options below:  

Family – SPI Serial Flash  

Vendor – Macronix 

Device – MX25L51245G 

Package – 8-land WSON 

10. To program the bitstream file, select the options as shown in Figure A.6. 

 

Figure A.6. Lattice Radiant Programmer-Bitstream Flashing  

11. Select the .bit file that needs to be loaded in the Programming file option  

12. Click Load from File to update the Data file size (Bytes) value.  

13. Ensure that the following addresses are correct:  

Start Address (Hex) – 0x00000000 

End Address (Hex) – 0x00200000 

14. Click Program Device and wait for the process to successfully complete. 

15. Power cycle the CertusPro-NX Versa Board. 
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Programming SPI Flash on CertusPro-NX Rev-B Board (with Winbond Flash) 
This section provides the procedure for programming files into the SPI Flash on the CertusPro-NX Versa Board Rev B with 
Winbond flash.  

To program SPI Flash in Lattice Radiant Programmer:  

1. Turn ON the CertusPro-NX Versa Board by giving power supply through the PCIe cable /12-V adapter. 

Connect the USB cable for programming through the Lattice Radiant Programmer.  

2. Start Lattice Radiant Programmer. In the Getting Started dialog box, select Create a new blank project.  

  

Figure A.1. Lattice Radiant Programmer Getting Started Dialog Box 

3. Click OK. 

 

Figure A.2. Lattice Radiant Programmer- Main Interface 
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4. In the main interface, select LFCPNX for Device Family and LFCPNX-100 for Device or detect automatically as shown in 
Figure A.3. 

 

Figure A.3. Radiant Programmer- Device Selection 

5. Select Tools > Custom Flash Device. 

6. The Edit Custom Device dialog box opens. 

 

Figure A.4. Edit Custom Device 

7. Click Add. 
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8. The Custom SPI Flash Device dialog box opens. 

9. Apply the settings shown in Figure A.5. 

 

Figure A.5. Custom SPI Flash Device Settings 

10. Click OK. 

11. The Edit Custom Device dialog box opens. 

 

Figure A.6. Edit Custom Device Settings 

12. Select Device 25Q512. 

13. Click OK. 
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14. Right-click and select Device Properties. 

 

Figure A.7. Lattice Radiant Programmer- Device Properties 

15. Before programming, erase the Flash memory.  

To erase Flash memory: 

a. Under Device Operation, select the options below:  

Target Memory – External SPI Flash Memory (SPI FLASH) 

Port Interface – JTAG2SPI 

Access Mode – Direct Programming  

Operation – Erase all  

b. Under SPI Flash Options, select the options below:  

Family – SPI Serial Flash  

Vendor – Macronix  

Device – MX25L51245G 

Package – 8-land WSON 
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Figure A.8. Erase All (Lattice Radiant Programmer) 

16. Click OK.  

17. Click Program Device. This erases the flash memory. 

18. After erasing the Flash, power cycle the board and apply the settings below:  

a. Under Device Operation, select the options below:  

Target Memory – External SPI Flash Memory (SPI FLASH) 

Port Interface – JTAG2SPI  

Access Mode – Direct Programming  

Operation – Erase, Program, Verify  

b. Under SPI Flash Options, select the options below:  

Family – SPI Serial Flash  

Vendor – Winbond 

Device – 25Q512 

Package – 16-pin SOIC 
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19. To program the bitstream file, select the options as shown in Figure A.6. 

 

Figure A.9. Lattice Radiant Programmer-Bitstream Flashing  

20. Select the .bit file that needs to be loaded in the Programming file option.  

21. Click Load from File to update the Data file size (Bytes) value.  

22. Ensure that the following addresses are correct:  

Start Address (Hex) – 0x00000000 

End Address (Hex) – 0x00260000 

23. Click Program Device and wait for the process to successfully complete. This erases the flash memory. 

24. Power cycle the CertusPro NX Versa Board. 
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Appendix B. Generating the Security Stack SoC Bit File  
Note: Make sure that Lattice Control Pack for CRE (3.1.0.43.2_Radiant_Ctrl_Pack_CRE.exe) is installed in the PC where 
Lattice Radiant Software is installed to avoid Synthesis errors due to CRE IP and CRE OSC IP. Also, make sure that the Lattice 
Radiant License is updated for the CRE, PCIe, SMBus, and OSE IPs to avoid Map and Bitstream generation errors. 

To generate the Security Stack SoC bit file: 

1. Go to the Security Stack SoC project directory and open the SecurityStack_SoC.sbx file in the 
SecurityStack_SoC_75Mhz/SecurityStack_SoC folder using Lattice Propel™ Builder 2.2. 

 

Figure A.10. Opening the Complete Security Stack SoC Project  

2. The complete Security Stack SoC project opens in Lattice Propel Builder 2.2 as shown in Figure A.11. 

Double click on both CPUs. Disable the Simulation Mode and enable the Debug Mode only in the Application CPU. 

 

Figure A.11. Complete Security Stack SoC Project 
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3. Load the Application CPU firmware in the Application CPU system memory (module instantiation name=app_sysmem) 
as shown in Figure A.12. 

 

Figure A.12. Loading the Application CPU Firmware 

Select the Application CPU firmware file (*.mem) from the debug location of the Application CPU’s C project created 
with the complete design. 

  

Figure A.13. Selecting the Application CPU Firmware 

4. Click Generate and then Finish. 

5. Load the Security CPU firmware in the Security CPU instruction RAM (module instantiation name=sec_inst_ram) as 
shown in Figure A.14. 
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Figure A.14. Loading the Security CPU Firmware 

Select the Security CPU firmware file (*.mem) from the debug location of the Security CPU’s C project. 

 

Figure A.15. Selecting the Security CPU Firmware  

6. Click Generate and then Finish as shown in Figure A.14.  

7. Once both CPU firmware are loaded, save the design. 

8. Click Validate Design and select options for generating the base address, running DRC, and generating the platform. 
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Top File Change for Bit File Generation 
To change top file for generating the .bit file: 

1. After validation, the SecurityStack_SoC.v Verilog is generated in the project directory 
SecurityStack_SoC_75MHz/SecurityStack_SoC.  

 

Figure A.16. Security Stack Top File Location 

2. Open the top file and comment line no 59 as shown in Figure A.17. 

Note: This step is required only when the user wants to regenerate the bit file with the new mem files of the RISC V 
CPUs.  

 

Figure A.17. Top File Change for .bit File Generation 
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AES Mode Selection before Generating Bit File 
To select AES Mode: 

1. To select either AES-CBC 256 Mode or AES-GCM 256 Mode, go to the Security Stack_SoC project directory and open 
Security_stack_SoC_75Mhz/ /OSE_rtl_E/OSE.vhd. 

 

Figure A.18. OSE.vhd File in Project Directory 

2. Configure the generic parameter BC_CONFIGURATION = 1 for AES-CBC256 Mode or BC_CONFIGURATION = 2 for AES-
GCM256 Mode as shown in Figure A.19. 

Note: The FPGA default setting is AES-GCM256 Mode. 

 

Figure A.19. Configuring the Generic Parameter for AES Mode Selection 

3. Open the project using Lattice Radiant 3.1 software tool. Go to the security stack_SoC_75MHz project directory and 
double click the SecurityStack_SoC.rdf file as shown in Figure A.20. 
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Figure A.20. Opening the Security Stack_SoC Project 

4. The complete project opens in the Lattice Radiant 3.1 tool without any errors, as shown in Figure A.21. 

  

Figure A.21. Security Stack_SoC Project  
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5. To generate bit file in AES-CBC Mode, exclude the block_cipher_hybrid_wrapper_GCM.vhd file from the project by right-
clicking the file and selecting Exclude from implementation. 

Similarly, to generate bit file in AES-GCM Mode, exclude the block_cipher_hybrid_wrapper_CBC.vhd as shown in Figure 
A.22. 

 

Figure A.22. Exclude Block_cipher_hybrid_wrapper.vhd File from Project 

6. Click Run to generate the bit file. 

7. The bit file is generated and saved in the project impl_1 directory with green mark as shown in Figure A.23.  

 

Figure A.23. Security Stack_SoC Project after Synthesis and Bit File Generation 
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Technical Support Assistance 
Submit a technical support case through www.latticesemi.com/techsupport. 
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